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T H E  P A R T N E R S H I P  F O R  A U S T R A L I A - I N D O N E S I A  R E S E A R C H  ( P A I R ) 

I am delighted to share our 
findings from the Partnership for 
Australia-Indonesia Research 
(PAIR) COVID-19 Rapid Research 
Series. 

As the COVID-19 pandemic 
spreads, it continues to disrupt 
economies, jobs, education 
and health systems worldwide. 
To address the pressing 
challenges in Indonesia, we 
have brought together teams of 
interdisciplinary researchers from 
both countries to explore COVID’s 
impact on people. We focus on 
three areas: health, connectivity 
and economic recovery.

The report provides the policy 
community with timely access to 
the best available evidence. It 
also responds to the Australian 
Government’s Partnership for 
Recovery strategy. The strategy 
aims to understand and support 
Indonesia as it deals with and 
recovers from the COVID-19 
pandemic. 

Warm regards, 

Dr Eugene Sebastian 
PAIR Program Director 
The Australia-Indonesia Centre
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E X E C U T I V E  S U M M A R Y

An effective response to a global 
crisis such as the COVID-19 

pandemic is dependent on health 
departments and governments 

having access to information that 
is up to date and collated through a 

central system. 

The value of reliable data in dealing with the 
coronavirus has been evident when it comes to 
forming policy responses and managing community 
wellbeing. 

Integrating health data and information systems is a challenge for 
a population as large as that of Indonesia with nearly 270 million 
people spread across 34 provinces and 541 districts. And the 
pandemic showed just how significant these challenges were in 
the collection of timely, accurate and complete data about case 
numbers across the country. 

One of the biggest impediments to generating reliable data has 
been the limited integration between various levels of government 
and private information systems. This has put a burden on 
healthcare workers who on a daily basis often have to enter 
the same data into multiple applications, using systems that 
do not always work smoothly, which forces the use of informal 
workarounds to reconcile data from different systems. 

Source: Mufid Majnun
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Added to the difficulty is the decentralisation of the nation’s 
governmental structures. The decentralisation of powers from national 
to sub-national level has allowed districts to make their own policies 
on the pandemic response, including developing their own applications 
to collect and analyse data. This has created data duplication, 
inconsistency and information gaps. Compounding the mismatch are the 
number of legacy systems – information and communication systems set 
up by health facilities to support patient services before the COVID-19 
pandemic – that do not integrate with the newer COVID-19 applications.

In 2020 it became clear that a 2019 presidential decree covering the 
accurate, timely and accessible collection of data was going to be vital 
in the policy response, and the Satu Data Indonesia (One Data) project 
became part of the national approach to COVID-19. The concept of one 
data was initiated by government in 2014 and has since developed with 
the aim of integrating correct and transparent data information. It was 
apparent how this could help to form appropriate health policy 
responses to the pandemic.

This report explores the extent of the COVID-19 data connectivity issue. It 
also proposes ways to improve health information system integration by 
using enterprise architecture (EA) principles. EA is a management 
technique that is successfully used in the private sector to bridge the 
communication gap between business and IT stakeholders. We focused 
our research on the Special Region of Yogyakarta province, which has 
four districts and municipalities with several parties involved in creating 
and using COVID-19 data. An Australia Indonesia Centre team of 
technology, health informatics and behavioural information researchers 
used the EA approach to explore the current connectivity landscape.

Ultimately the report makes four key recommendations on government 
priorities to improve data capture and effectiveness in the health system.

1. Adopt the open health information exchange (OpenHIE)
framework to build an interoperable data standard across health
institutions.

2. Use this enterprise architecture to create a national standard for
data capture and align governments at all levels.

3. Develop data protection policies to protect sensitive information
and guarantee individual privacy.

4. Develop the system for future needs, such as vaccination records.

Source: Prasesh Shiwakoti (Lomash)
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1.0  I N T R O D U C T I O N

Indonesia has been harder hit by 
COVID-19 than other Southeast Asian 
nations, with 2,417,788 total cases 
and 63,760 deaths (Figures 1 and 
2) as of 9 July 2021 (Worldometer,
2021). Vaccinations are underway, but
cases have been rising sharply since
the Muslim month of fasting, and poor
testing rates and a high rate of positive
tests indicate the pandemic is still not
under control (ABC, 2021). Indonesia’s
weekly testing rate has not met WHO
standards of 1000 tests per 1 million
population, and in terms of total tests
per million people, Indonesia ranks
159th in the world (Worldometer, 2021).

The latest media reports show that 
COVID-19 cases in Indonesia are 
more prevalent than the official figures 
(Reuters, 2021). The report indicates 
that 15% of Indonesians had already 
been infected by coronavirus, much 
higher than the estimated 0.4% shown in 
the government’s data.

The challenges of dealing with the 
pandemic have been exacerbated 
by issues with monitoring and data 
integration. With more than 270 
million people spread across an 
archipelago comprising 34 provinces 
and 541 districts, Indonesia faces 
many data connectivity challenges. It 
has been more than 12 months since 
Indonesia’s first reported COVID-19 
case, and despite government efforts, 
data management remains an issue of 
concern. In late 2020, the government 
acknowledged the mismatch of COVID-19 
data between central and district 
governments (Karunia, 2020), and 
President Joko Widodo has emphasised 
the importance of data accuracy 
(Purwondanu, 2020). Issues include 
inconsistent, missing or duplicated 
data, creating difficulties in forming 
appropriate health policy responses. 
Data integration across stakeholders 
poses a great challenge. 

Enterprise architecture (EA) is an ICT 
management technique that has been 
successfully used to create high levels 
of data integration and standardisation 
(TOGAF, 2018). It describes an 
enterprise from an integrated 
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Figure 1. COVID-19 related cases and deaths in Indonesia from March 2020 
to mid March 2021

Figure 2. COVID-19 related cases and deaths in the Philippines, Malaysia, 
Myanmar and Singapore from March 2020 to mid March 2021

perspective to bridge the communication gap between business and 
IT stakeholders (Kotusev, 2018). Using EA helps companies improve 
their business and IT alignment and brings other benefits (Schmidt 
& Buxmann, 2011). The technique is a useful approach to enhancing 
health data and system integration in Indonesia (Nugraha et al, 2017). 

Using aspects of EA, namely business, data, application and 
technology, this project aims to:

1. understand the extent of the COVID-19 data connectivity issue

2. propose recommendations to improve health information system
integration in Indonesia.

Well-integrated information systems are critical to detecting, 
tracing, treating and managing COVID-19 cases. The report’s 
recommendations are intended to help the government act to mitigate 
problems with the current health data and system integration. These 
actions will contribute to developing a national health enterprise 
architecture (NHEA), potentially boosting the health and wellbeing of 
Indonesian citizens and saving lives. 
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Indonesia has been harder 
hit by COVID-19 than other 

people spread across an 
archipelago comprising 34 
provinces and 541 districts, 
Indonesia faces many data 

connectivity challenges.

Southeast Asian nations. 
With more than 270 million 
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2.0  M E T H O D O L O G Y

2.1 Yogyakarta province: study setting

Yogyakarta province or Daerah Istimewa 
Yogyakarta (DIY) has a population of nearly 4 
million people across four districts – Sleman, 
Bantul, Kulon Progo and Gunung Kidul – and 
one municipality, Yogyakarta (Figure 3). It is 
known as a city of students and tourism and 
has a high Human Development Index (HDI) 
and public health index, although it has the 
lowest regional minimum wage of provinces 
in Java Island. Under the decentralised 
model of government, it has autonomy 
in managing affairs outside the five core 
responsibilities of the central government: 
security and defence, foreign policy, 
monetary and fiscal matters, justice, and 
religious affairs.

The first case of COVID-19 in Yogyakarta was 
reported on 15 March 2020, 13 days after 
the first case in Indonesia. The governor 
of Yogyakarta declared a public health 
emergency on 20 March 2020. To date, 
case numbers have continued to increase 
(see Figure 4) and the situation remains 
unstable, as it does across Indonesia. By 
9 July 2021, Yogyakarta reported that of 
70.894 confirmed cases, 1,848 had died 
and 53,319 recovered (Yogyakarta provincial 
government, 2021). The case fatality 
rate (CFR) in Yogyakarta was 2.6 percent, 
lower than the national rate of 2.7 percent 
(Ministry of Health, 2021). 

Efforts to control the pandemic are guided 
by central government regulations, which are 
developing dynamically. Control and response 
policies rely on the flow of data collected 
from health facilities (primary health centres, 
referral, and diagnostic laboratories) and 
the community. The district/city government 
reports to the provincial government, which 
is the single portal of communication to the 
central government. Various community-
based efforts also collect data and 
information.

District/municipality health offices handle 
health policy in Yogyakarta province. 
Facilities include 121 primary health centres 
(PHC), 55 general hospitals, 13 maternity 
hospitals and 23 specialist hospitals (BPS 
DIY, 2020). Among these, 25 institutions are 
COVID-19 referral hospitals. There are five 
referral laboratories.
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Figure 3. Yogyakarta province in Indonesia

Figure 4. COVID-19 development trend in Yogyakarta province 
March 2020 – June 2021 (Source: https://corona.jogjaprov.go.id/
data-statistik)

https://corona.jogjaprov.go.id/data-statistik
https://corona.jogjaprov.go.id/data-statistik


9T H E  A U S T R A L I A - I N D O N E S I A  C E N T R E  |  P A R T N E R S H I P  F O R  A U S T R A L I A - I N D O N E S I A  R E S E A R C H

R A P I D  R E S E A R C H P R O J E C T  F I N A L  R E P O R T

2.2 Data Collection 

This project was conducted using a mixed 
method approach involving an online 
survey of health workers, interviews 
and observations. Participants included 
stakeholders from government, healthcare 
facilities and the community, who were 
involved in developing and using COVID-19 
applications. 

The study used a modified form of a 
survey based on WHO’s interim 2020 
report. Written in Indonesian, it included 
questions on the use of applications in 
data management and the impacts of 
COVID-19 on other essential services. It 
was conducted online between 20 October 
and 20 November 2020. We received 160 
completed surveys (Table 1). 

We conducted interviews with 12 
participants to explore challenges from 
stakeholders’ perspectives. Participants 
were chosen from three groups of relevant 
stakeholders: COVID-19 data management 
policymakers; workers either in the Health 
Office or Communication and Informatics 
Office in Yogyakarta; application 
developers (Table 2). In some cases, we 
interviewed more than one representative 
from the same institution to understand 
different perspectives. 

Observations were recorded via meetings 
with healthcare workers. The project 
team visited primary health centres and 
hospitals to discuss the use of various 
applications and the challenges of 
COVID-19 data management.

District/
Municipality

Number of survey participants Existing 
number of 
healthcare 
facilities

Response rate

Hospital
Primary 
Health 
Centres

Total

Yogyakarta 15 13 28 30 73.7%

Kulon Progo 9 20 29 30 96.7%

Sleman 24 21 45 54 83.8%

Gunung Kidul2 9 11 37 29.7%

Bantul 9 26 35 43 81.4%

Total 59 89 147 202 72.8%

Participant Institution Category Gender

1 COVID-19 Field Hospital 
Bambanglipuro Healthcare facility M

2 Academic Hospital UGM Healthcare facility F

3 Primary Health Centre – Mlati 2 
Sleman Healthcare facility F

4 District Health Office – Bantul Health Sector Policy 
Maker M

5 District Health Office – Yogyakarta Health Sector Policy 
Maker F

6 District Communication and 
Informatics Office – Yogyakarta

Information Technology 
Policy Maker M

7 Provincial Health Office – DI 
Yogyakarta

Health Sector Policy 
Maker F

8 Provincial Communication and 
Informatics Office – DI Yogyakarta

Information Technology 
Policy Maker F

9 Primary Health Centre – Mlati 2 
Sleman Healthcare facility F

10 Academic Hospital UGM Healthcare facility F

11 District Health Office – Bantul Health Sector Policy 
Maker M

12 Gamatechno Application Developer Community M

13 COVID-19 Laboratorium Healthcare facility F

Table 1. Distribution of Respondents

Table 2. Interview participants by stakeholder categories

Source: Viki Mohamad
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3.0 A N A LY S I S  A N D  R E S U L T S

We analysed and combined the data 
from our interviews, surveys and 
observations with data from other 
sources and framed it within enterprise 
architecture principles. Based on the 
surveys, interviews and observations, 
we constructed two representations 
of COVID-19 data management flow in 
Yogyakarta province. Figure 4 shows 
the ideal conditions, based on policies, 
and Figure 5 shows the reality of data 
flow, incorporating several informal 
communication methods. 

Health workers record the data of 
patients presenting with COVID-19 
symptoms into facility-level systems, 
known as SIMRS or SIMPUS. Both 
systems have been in use since 
before the pandemic. Patients in the 
‘suspected’ or ‘confirmed’ categories 
then have their data entered into 
applications owned by the district or 
municipality (eg, SISKLB for Bantul 
District, CovidTracer for Sleman 
District), as well as the provincial 
application Corona Monitoring System 
(CMS). This CMS application is also 
connected to the Jogjapass contact-
tracing application. When a swab test is 
carried out, staff enter patient data into 
the New All Record (NAR) application 
and send the specimen to the 
provincial COVID-19 referral laboratory. 
Laboratory staff enter the results of 
the examination into NAR within two to 
three days of examination time. Data 
for monitoring the progress of patient 
cases will be entered into the COVID-19 
application in districts/municipalities 
and provinces. 

While this is the ideal flow of COVID-19 
data, we found that the actual flow in 
Yogyakarta incorporates a messaging 
application (WhatsApp) and Google 
Drive, as shown in Figure 5 (right).

The difference between Figures 4 and 
5 is the fast communication line using 
WhatsApp. The app is increasingly 
important because the provincial health 
office must provide daily updates on the 
number of tests, new cases and deaths 
to the central government. By contrast, 
the central government’s New All Record 
(NAR) application was sometimes 

Figure 4. Ideal COVID-19 data flow in Yogyakarta Province, based on 
existing policies and applications

Figure 5. Actual COVID-19 data flow in Yogyakarta Province, incorporating 
informal channels 

COVID-19 case data input through the application (case categories: suspect, probable, 
confirmed, close contact, discarded, complete isolation, and death)

examination data and specimen results

specimen delivery process

daily quick report via WhatsApp

conditional quick report via WhatsApp for healthcare facilities (not all, but depending on 
regional policies)

difficult to access, and data from health facilities was not entered 
in a timely manner. Data reconciliation between the provincial and 
central government takes place daily through intensive communication 
based on the Excel format exported from NAR. There is a risk of 
underreporting, if cases are found in other sources such as private 
laboratories. However, data flow from other sources is not the focus of 
this project.

The COVID-19 reporting system in Yogyakarta province has not 
always met expectations. Figure 4 shows that the main application 
recommended by the Ministry of Health (MoH) is the NAR. However, it 
was found that laboratory results were not input to NAR in real time. 
In fact, laboratory facilities have their own applications to collect 
data, as conveyed by an interview participant from the PCR Referral 
Laboratory.
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“Yes, it is a problem for us. For 
example, today it seems around 
500 or 1000 data haven’t been 

entered into the New All Records. 
Yes, entry in NAR and reports to 

health facilities should be real-time.” 
(Participant 13)

Most primary health centres focus 
on applications from the district 
governments rather than the provincial 
CMS or the NAR (Table 3). By contrast, 
hospitals allocate staff to fill in data 
on three different systems. Integration 
between NAR and provincial systems 
is lacking. In November 2020, work 
began on improving NAR, under a 
policy requiring that all published 
cases be entered in the application 
and an initiative to enable electronic 
data exchange through a web-based 
application programming interface 
(API) with the provincial governments of 
West Java, Bali and Central Java. The 
success of this project has not yet been 
reported.

Table 4 shows there are several 
applications covering case detection, 
contact tracing, laboratory confirmation, 
self-screening, logistics and healthcare 
resources. In general, health care 
facilities have an internal/local 
information system (SIMRS/SIMPUS). 
The district government has created a 
local COVID-19 application, while the 
provincial COVID-19 Task Force has 
developed an application to integrate 
data between districts called CMS 
(Corona Monitoring System). At the 
national level, NAR and RS Online are 
used. Unfortunately, these various 
applications are not integrated, 
meaning healthcare staff must enter 
the same data several times in different 
applications.

“It means that indeed there are 
several applications to fill in as 

instructed, but then because of the 
workload and other activities we 

missed some entries. It is hard to 
do.” (Participant 13)

Application Function Example Type of Data collected
SIMRS Record local health 

service data and patient 
medical records in 
hospitals

EHR (Academic 
Hospital UGM)

Socio-demography, 
clinical data, laboratory 
test, diagnosis, 
medication, treatments 

SIMPUS To record local health 
service data and patient 
medical records in 
Primary Health Centres

SIMPUS Jojok 
(Primary Health 
Centres, Kulon 
Progo District)

Demography, clinical 
data, diagnosis, 
medication and treatment 
or procedures

Laboratory 
Systems

Record tests and results 
and  monitor logistics 

Lab COVID-19 Demography, sample, 
test results

COVID-19 
Application 
(District/
Municipality)

Monitor case numbers, 
contact tracing, self-
reporting and logistics at 
district/municipality level         

SIS KLB, Covid 
Tracer, SID

Demography, comorbidity, 
risk factor, test result, 
contact tracing. 
Availability of PPE, 
medicines for COVID-19

COVID-19 
Application 
(Province)

Monitor confirmed and 
suspected cases at 
provincial level

CMS Demography, comorbidity, 
risk factor, test result, 
contact tracing

COVID-19 
Application 
(Central – 
Indonesia)

Report cases of 
COVID-19 confirmed by 
PCR tests throughout 
Indonesia 

New All Record 
(NAR)

Demography, comorbidity, 
risk factor, test result

COVID-19 
Application 
(Central – for 
Hospitals)

Report COVID-19 patient 
data, hospital resources 
and logistics from 
Hospitals to Ministry of 
Health

RS Online Availability of beds for 
COVID-19, intensive care 
units, availability of PPE, 
medication

Screening 
Application (mobile 
apps)

Trace individuals during 
visits to public facilities 
and link with history of 
contact tracing    

Jogjapass Demography, location

Port Entry 
Screening     

Monitor travelers, 
especially in the airport

e-HAC Socio-demography, 
questionnaire for self-
screening

Other application 
to share file 
and group 
communication

Send result of laboratory 
test, daily report of 
COVID-19 cases

Google Drive 
and WhatsApp

Google Drive and 
WhatsApp

Table 3. Types and Examples of COVID-19 Applications

Source: Mufid Majnun
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Figure 6. Applications used by primary health centres based on data types 

Figure 7. Applications used by hospitals based on data types 
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This is a challenge and a burden 
for workers, and sometimes health 
facilities have to choose which 
applications will be prioritised for 
daily data entry. Our survey showed 
the types of applications used by 
primary health centres (Figure 6).

Figure 6 shows primary health 
centres use more applications 
created by district governments, 
as these applications are deemed 
to better fulfil requirements of the 
district/municipality health offices. 
As stated by one participant:

“So yes, the local application 
like CovidTracer is easier for 

entering the data, compared to 
the CMS.” (Participant 9)

Figure 6 also shows that data must 
be filled in several applications, 
creating a large workload and a 
greater potential for mistakes.

“The duplication is mostly in 
names, ID number, address, 

relationship with the patient, 
the last contact, rapid swab 

examination date. It’s the 
same, with what we input 
to CovidTracer and CMS. 

Again and again. Say, if there 
is an application that is 

synchronous between those 
two applications, it’s better, 

we just need to input into 
one application, then the 

information will stay there and 
we can use them easily. It will 
also minimise the data errors.” 

(Participant 9)

Interestingly, hospitals show 
different results, as they tend to 
use more central applications 
to report data (Figure 7). The 
provincial government recommends 
the use of CMS to all healthcare 
facilities, but human resources 

become a challenge. Interview participant 8 said healthcare facilities can 
be reluctant to fill out a new application. In the early stages of implementing 
the CMS, the Communication and Informatics Provincial Office provides 
volunteers to help fill in the data. This cannot solve the problem of 
incomplete data entry because volunteers are available for such a limited 
time.

“Related to human resources, in some primary health centres, 
for example, their human resources are insufficient to handle 

additional applications, so a month after the first CMS launched, 
we facilitated volunteers in almost every healthcare facility.” 

(Participant 8)

The New All Record has allowed district health offices to verify confirmed 
cases from laboratories, but data from the private sector have not been fully 
integrated. The provincial health office relies on communication outside the 
application to get the latest data from the laboratory. The five laboratories 
send data in different formats (PDF and Excel files) and via different 
methods (email and Google Drive) according to the output issued by each 
system. The provincial health office assigned five people to manage the data 
received daily from each laboratory and combine them into Excel format. 
This combined data is used for reconciliation with district health offices and 
then with the central government.
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Factors leading to inconsistent 
data integration:

1. Applications were not designed
to be integrated: Applications
have been created by different
stakeholders for different
purposes without consideration
of integration. Governments’
priority is rapid reporting of
COVID-19 cases; health facilities
use ICT to support patient care,
reimbursement and management
of resources.

2. Each level of government
has the ability to facilitate the
COVID-19 surveillance information
systems: Decentralisation allows
districts to make policies on
pandemic response, including
those that cover the development
of applications to collect and
analyse data. Generally, there is
a tendency from each government
level to maintain its respective
applications, given they are
often seen as an opportunity for
innovation and branding. Health
facilities were using ICT to support
patient services long before the
COVID-19 pandemic. Some local
governments need to leave behind
the legacy systems, particularly in
response to COVID-19.

3. Ineffective coordination
of systems development and
absence of data standards:
There is no standard guide for
developing COVID-19 information
systems in Indonesia, so
systems are developed based
on the stakeholders respective
perceptions. For example, the
patient address is either the
current residential address or the
address as stated on the national
identity card, creating data
inconsistencies.

4. Confidentiality of personal data
and patient data transmission:
Health Law No. 36 of 2009 states
health data can be shared based
on public interest or in response

to an emergency. However, 
there are concerns that data 
transmission to other institutions 
is a violation of patient data 
protection.

5. Limited resources: In some
facilities, shortage of human
resources becomes a barrier.
Health workers still need to
provide services to patients, so
data are collected after service
hours, which means data sets are
often incomplete and not real-
time, and there are discrepancies
between the system and the
manual reports.

Figure 5 illustrates the current 
COVID-19 data flow in Yogyakarta 
province. The significant use 
of WhatsApp for COVID-19 
data sharing is also supported 
by 95.5 percent of our survey 
respondents, who stated:

“Even though I have used 
the application, I still use 

WhatsApp to coordinate the 
management of COVID-19 

data.”

All applications use web-based 
technology and some of them 
use mobile apps. Although web 
technologies allow for data 
integration and interoperability 
between systems, none of these 
applications have electronic 
data exchange features such 
as APIs. Almost all survey 
respondents assumed there was 
one integrated application for 
processing COVID-19 data from 
local to central government. One 
integrated data system through 
Satu Data Indonesia (Indonesia 
One Data) has been proposed by 
Presidential Decree No.39 2019 
and become part of the national 
agenda in response to the 
pandemic (Agahari, 2020).
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4.0  P R O P O S E D  E N T E R P R I S E 
A R C H I T E C T U R E

Indonesia faces major challenges in 
overcoming the COVID-19 pandemic. 
Despite the presidential decree on 
One Data, integration and cross-
sector cooperation still needs to 
be improved. The challenges are 
becoming more complex as the 
vaccine rollout proceeds. Government 
policies for setting large-scale 
restrictions have also changed. 
Previously, the central government 
determined these, but now these 
strategic decisions are made by 
local governments. Decisions on 
restrictions require accurate and 
comprehensive data. 

Indonesia can learn from countries 
that have proved successful in 
controlling pandemics. Taiwan, for 
instance, has been considered 
successful in developing effective 
cooperation between government 
and business and in communicating 
transparently to control the 
pandemic. In collaboration with 
Taiwan’s Centres for Disease Control, 
two technology companies – HTC 
and LINE – developed a chatbot 
that allowed people to report their 
health status and get advice on 
the virus. Taiwan’s National Health 
Insurance Administration and 
National Immigration Agency worked 
together to identify suspected cases 
for COVID-19 testing, integrating their 
databases of citizens’ medical and 
travel history (Hsieh & Child, 2020).

Using the study results, recent 
policy developments and a review of 
literature, we formulated a proposed 
enterprise architecture framework 
for COVID-19 data management in 
Yogyakarta province, following The 
Open Group Architecture Framework 
(TOGAF) principles (Table 5). 

Using TOGAF principles based on 
Table 5, we adopted an OpenHIE 
framework (ohie.org) to design the 
ideal scenario for pandemic data 
management (Figure 8). There are 
three important components: the 
component layer, interoperability layer 
and the points of service. 

Domain Description

Business

•	 Monitoring of COVID-19 case detection and treatment
•	 Implementation of vaccination and monitoring of its 

impact on the target population
•	 Restoration of essential health services
•	 Economic recovery by reviving socio-economic activities 

by implementing health protocols
•	 Raising of community awareness to undergo testing and 

remove stigma of positive cases

Data

•	 Accurate, timely, consistent and comprehensive data as 
a basis for decision making

•	 Interoperable system for data exchange using API 
(application programming interface)

•	 Easy to use system according to user needs
•	 Protection of privacy and personal data

Technology 
Infrastructure

•	 High availability and affordable Internet access for all
•	 Big data infrastructure allowing data linkage from 

various data sources and relevant machine learning 
technologies to support better decision making

•	 Secure cloud-based computing system (cyber)
•	 Mobile-based technologies for community-based system
•	 Internet of things for health surveillance and monitoring

Application

•	 Internet-based application
•	 Messaging services and chatbot for rapid 

communication
•	 Analytics platform for technical and public use

Table 5. EA domain and description for COVID-19 response and control in 
Yogyakarta province

The component layer contains the business domain, including health 
management information services, shared health records, logistics, 
and health insurance and registry services consisting of terminology 
services, client registry, facility registry, health worker registry and 
product catalogue. The national ID developed by the Ministry of 
Home Affairs allows authorised users to access an individual’s data 
electronically. This infrastructure helped the national health insurance 
scheme, BPJS Kesehatan, to develop interoperability services with 
hospitals for registering and checking the eligibility of members. 
Unfortunately, Indonesia does not have a drug code standard. 

The interoperability services layer secures and orchestrates the 
exchange of information. An interoperability layer receives transactions 
from point of service systems, coordinates interaction between 
components of the health information exchange and provides common 
core functions, as well as maintaining security and audit trails of 
engagements. 

The point of service, or point of care, comprises a diverse group of 
systems that use the health information exchange to improve the 
quality of care with more accurate and timely data. These systems 
include mobile messaging tools, electronic medical records, laboratory, 
stock management, pharmacy or health insurance systems, and 
monitoring and evaluation tools. 

Various applications are currently available in health facilities, mostly 
to allow vertical reporting of routine health data. In Figure 8, we 
propose a range of applications or systems to support pandemic 
management. They should be interoperable with existing core systems. 

http://ohie.org
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Transformation from the existing 
situation shown in Figure 5 to the 
ideal scenario shown in Figure 8 
requires strong leadership at the 
national level to ensure smooth 
collaboration between the various 
public and private agencies. 

The main factor in COVID-19 data 
management is the reliability 
and quality of the central 
government’s New All Record 
application. Among the limitations 
of this research is the difficulty 
in exploring the NAR’s users 
from health facilities, referral 
laboratories, district health 
offices and provincial health 
offices, without involving those 
from the central government. It 
will be important to obtain and 
understand the perspectives 
of the central government on 
the technical steps required to 
improve the system. 

Monitoring the delivery of the 
vaccination program presents 
another challenge. The Ministry of 
Health and various state-owned 
enterprises have prepared an 
information system with modules 
including distribution channels, 
registration and scheduling, 
as well as post-vaccination 
monitoring. We propose that an 
API between those systems and 
that of the BPJS Kesehatan is 
crucial.  

Given the BPJS Kesehatan has 
220 million members (85 percent 
of the population), integrating 
vaccination data would be a 
strategic step towards realising 
the comprehensive nationwide 
personal health record. Ensuring 
interoperability between 
vaccination systems and the 
BPJS Kesehatan – including 
its JKN mobile app, which has 
been downloaded by 10 million 
users – is essential to creating 
comprehensive and sustainable 
personal health records in 
Indonesia. 

Early and effective communication 
between the central government 
and local governments is 
important for risk mitigation. The 
system development team at 
the central government should 
be equipped with experts who 
understand regional developments 
and can provide solutions for 
system integration. The evaluation 
of existing provincial and district 
COVID-19 applications will be 
required to see whether such 
systems should be upgraded 
for bridging (interoperability) or 
discontinued. 

Once health facilities are required 
to enter COVID-19 data into a 
single system (such as NAR), 
interoperability mechanisms 
with existing hospital or public 
health centre information systems 
should also be developed. This 

approach could be adopted with 
other disease notification systems 
in future. Indeed, the MoH has 
begun such an initiative to link its 
tuberculosis information system 
(SITB) with hospital information 
systems. Such a model of 
effective collaboration could 
be replicated for public-private 
projects, particularly schemes 
involving healthtech start-ups. 
Given the sensitive nature 
of health-related data, clear 
regulations on data sharing are 
urgently needed. 

Limitations of this project 
include: 

1. Not all sources of COVID-19 
data were considered (eg, 
screening data from private 
laboratories not listed in health 
offices, free screening data 
from other health institutions, 
universities or Port Health Office).

2. As the pandemic develops, 
applications to monitor it are 
changing rapidly, potentially 
moving beyond the scope of this 
report. 

3. Yogyakarta province, which has 
many smart cities that have been 
able to create local applications 
in response to the pandemic, may 
not be representative of other 
areas in Indonesia. 
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Figure 8. High-level logical architecture of COVID-19 data management ecosystem using OpenHIE framework
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5.0  C O N C L U S I O N  A N D  R E C O M M E N D A T I O N S

More than a year into the COVID-19 pandemic, Indonesia is 
facing complicated response and control challenges. Among 

the issues still to be resolved is the effective and efficient 
management of data, particularly in relation to connectivity, 

coordination and integration. 

This project has explored 
pandemic-related data 
connectivity challenges through 
surveys, interviews and 
observations, using enterprise 
architecture as a framework. 
Enterprise Architecture has 
been used in recent decades 
to guide the evolution of high 
levels of data integration and 
standardisation in both the 
public and private sectors. 
ICT architectural integration is 
essential to effectively collecting, 
collating and analysing the health 
data that will enable critical 
decision making at all levels of 
government and community. 

To date, the COVID-19 reporting 
system in Yogyakarta province 
has not been in line with the 
ideal. Stakeholders use many 
informal channels, including 
WhatsApp and Google Drive, 
because data from health 
applications is unreliable. Data 

inconsistencies occur due to 
a lack of integration between 
the many applications used 
for recording and reporting on 
COVID-19. Health workers face 
a sizeable burden, as data must 
be entered separately in each 
application, introducing the 
risk of errors and delay. This 
confirms the need for One Data 
in the COVID-19 information 
system. There is also a need 
for a national standard for data 
and metadata so regional data 
can be sent directly from local 
to central applications. Personal 
data protection policies are also 
required to guarantee privacy 
during data sharing.

Enterprise architecture can 
help align business processes, 
supporting data, applications 
and IT infrastructure to respond 
to COVID-19. The EA framework 
should focus on developing 
challenges, such as the 

vaccination process and the 
reduction of restrictions on 
social activities. Based on these 
considerations, our findings 
and several references, we 
adopt the OpenHIE framework. 
The architecture in OpenHIE is 
considered appropriate to help 
compile an EA framework for 
COVID-19 data management 
issues that focuses on the 
integration and interoperability of 
COVID-19 data. 

We believe the conclusions 
derived in Yogyakarta are relevant 
to other provinces, and thus, the 
results of this study could be a 
foundation for data-integration 
policy recommendations to the 
central government to assist 
the response to this and future 
pandemics. 

Source: Mufid Majnun
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